The increased availability of computers, printers and high-speed networks could make electronic publishing a reality. One of the major technical and economic challenges faced by electronic publishing is that of preventing individuals from easily copying and illegally distributing electronic documents. In this paper, we explore the use of cryptographic protocols to discourage the distribution of illicit electronic copies. We propose an architecture and two separate schemes for making electronic document distribution secure. The rst strategy requires special-purpose rmware in the printers and displays to decrypt encrypted documents. In the second strategy, encrypted documents are decrypted in software in the recipient's computer.
Introduction
The increased use of facsimile has made the electronic transfer of paper documents more accepted. Electronic mail, electronic bulletin boards and networks such as the Internet make it possible to distribute electronic information to large groups. Moreover, the proliferation of personal computers and workstations, the excellent quality of desktop printers, and the decreasing cost of storage devices for large volumes of electronic data have made it technologically feasible to display, print, and store documents electronically. All these developments together could make electronic publishing a reality. The electronic distribution of information is faster, less expensive, and requires less e ort than making paper copies and transporting them. Other factors that favor electronic information distribution include the ability to use a computer to search for speci c information, and the ability to more easily customize what is being distributed to the recipients. Also, recipients may be able to choose the desired method of presentation. Consequently, electronic newspapers, magazines and journals are poised to supplement, and perhaps eventually replace, the current paper distribution networks. In this paper, we shall concern ourselves primarily with the electronic distribution of articles from scienti c and trade journals, magazines and newspapers. However, most of the techniques equally apply to multimedia objects such as audio clips or movies. For simplicity, we will use the term document throughout.
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Electronic document distribution can be roughly divided into two modes: the rst stores documents in electronic form, but delivers them through physical media, such as CD ROMs. In the second mode, the one of interest to this paper, the document is stored (or generated on the y) at a remote site and accessed through a computer network. Network access is particularly appropriate if the data changes frequently, or if the document storage exceeds that available locally 1]. Distribution through networks makes it easy to avoid the traditional update cycles of physical media, such as the periodic publication of journals or the updates of CD ROMs. A journal article, for example, could be \published" as soon as it has completed the editorial process.
For the publisher, the cost of network publication may be signi cantly lower than having to set up a distribution network, particularly if data access is sparse, i.e., each individual user only accesses a tiny fraction of the total document store. Also, charging can be far more exible, as discussed later.
Network access to data also allows referencing without having to include the actual reference. For example, an article in a music journal could refer to a recording, owned by a di erent publisher, that the reader could retrieve, using whatever charging arrangements have been negotiated with the music publisher.
The advantages o ered by electronic distribution are also among the primary technical impediments to the acceptance of electronic documents as a replacement for paper versions. One of the major technical and economic challenges faced by electronic publishing is that of preventing individuals from easily copying and illegally distributing electronic documents 2{4]. It is easier for a person who obtains an electronic document to forward it to a large group than it is for a person who receives a paper copy of the same document. In addition, electronic copies are more like the originals than paper copies. When an electronic copy is made, the original owner and the recipient have identical entities. A person with a photocopy of a journal and a person with the original bound journal may have the same information, but it looks and feels di erent. Illicit copies of electronic documents are likely to result in major losses in revenue.
The ability to custom-tailor copies of a document for each recipient could also be used to identify the original owner of a document. Some recent work has shown that it is possible to mark documents in order to discourage individuals from distributing journals in violation of the copyright laws 5, 6] . These references describe how information that identi es the original owner is encoded into the document to make each copy unique. These techniques are complementary to the ones described here.
In this paper, our objective is to explore the use of cryptographic protocols to discourage or prevent the distribution of illicit electronic copies. In Section 2, we discuss various formats in which electronic documents are available. Section 3 lays out the requirements that the protocols for electronic publishing will have to meet in order to become a viable alternative to conventional publishing. In
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Section 4 we present two approaches that address these requirements. We conclude with our view of the viability of electronic publishing.
Document Types and Document Value
Unlike traditional media like paper and even video tape, for true electronic documents, the same basic content can be delivered, roughly speaking, in three di erent basic formats (see 7] for a slightly di erent taxonomy).
structural: Documents in structural form contain information describing the content of the document, rather than prescribing the presentation of the information. For example, for text, instead of marking a section heading as 14 point bold followed by a 5 mm vertical space, it is declared as a level-2 heading. The same document may be rendered in di erent ways, depending on user preference and output device. This structural format also encourages consistency and allows automatic processing, e.g., the generation of tables of contents or indices. presentational: In the presentational format, the document speci es exactly where (and when, for time-based documents, such as musical performances) a character, a graphical element or a musical note is to be placed. It typically does not specify the lowest-level detail, e.g., exactly which pixels are to be shown black for a character. Presentational format has the advantage that it can abstract from the details of the device used for presentation. Adie 1] .
Among the formats described, a document in the structural format is most valuable to the subscriber, the publisher and the illicit user because it is easy to translate a document in this format to either the presentational or bitmap format (the translation in the other direction being hard if not impossible), and it requires the least storage space among the three formats. Moreover, a document in the structural format is device independent and is more exible than the other formats. By the same arguments, a document in the bitmap format is the least valuable, and a document in the presentational format is less valuable than a document in the structural format and more valuable than a document in the bitmap format.
Requirements
In order to make electronic publishing a viable alternative to conventional publishing, the architecture and protocols that are developed need to meet the following requirements:
1. No less secure than paper Currently, users can photocopy, scan (i.e., convert to an electronic bitmap or, in limited ways, text) or fax documents. Electronic distribution of valuable documents will only gain widespread acceptance if the threat to the publisher's intellectual property is no greater than it is now. In 4 Submitted to IEEE Network Magazine June 1994 particular, large-scale distribution anonymous distribution over public data networks presents a new threat.
Print and display
In many cases, the user wants to be able to view the document repeatedly. Also, the user may want to use the same document in di erent forms, such as printed for casual reading away from the workstation, or on a screen for convenience and hypertext capabilities. This implies that the system must work with di erent types of display devices (workstation, personal computer, X-terminal, etc.) and printers. This exibility can either be accomplished by delivering a single document that can be read in di erent ways or by distributing the same basic content in di erent ways, appropriate to the intended use.
Diverse network connectivity
The mechanisms should work for systems with direct data network connectivity, message-based systems (e-mail) and dial-up systems, possibly with di erent functionality.
Guarantee of authenticity
The value added by the publisher includes authenticity and quality control; the user must be con dent that he is indeed reading the genuine article and not a fake.
Di erent levels of security
Depending on the value of the document, publishers may require di erent levels of security. For example, the publisher may insist on stringent security measures to prevent illicit copying of some valuable reference material like the Encyclopedia Britannica or specialized newsletters, but may require only moderate measures for copies of the daily local newspaper. Also, the security measures should not be such that there is loss of quality for honest users. For example, copy protection for most PC applications did not survive because of subtle hardware dependencies, and the inability to make backups of critical software. If a document has a su ciently small audience, the publisher may decide that the likelihood of revenue-loss su ered by subscribers passing on documents to non-subscribers is su ciently small that no cryptographic protection beyond access control is required.
No large gain by reverse-engineering
Measures must be taken to prevent the mechanical use of a technique discovered by an expert to decrypt every encrypted document. It must be ensured that a technique which compromises one document does not compromise other documents. Thus, the cost of reverse-engineering needs to be made high enough and its payo low enough to discourage people from attempting it. 5 Submitted to IEEE Network Magazine June 1994
Publisher-independent
In hypertext applications a single document may contain links to documents from several different publishers. Even without hypertext, a user is likely to subscribe to journals from several publishers, and would nd it rather inconvenient to switch applications and access methods just to read an article from a di erent journal. Thus, access methods and possibly encryption hardware devices or the application programming interfaces of software modules should be standardized.
Dynamic and static documents
Traditionally, documents have been considered static, generated once and then stored for extended periods of time. However, there is no reason why dynamically generated documents, such as results from querying a database or the outcome of a computation, should not be distributed in a similar manner. This is already happening through the integration of various database front-ends into, for example, World-Wide Web servers. The user cannot readily discern whether a document existed as delivered or was created on demand. This requirement implies that any special processing necessary for copyright protection should have reasonable computational costs so that it is feasible even when performed on-line.
Cacheable
It should be possible to store documents (in encrypted form) at sites other than the publisher, reducing the transmission cost and access delay. In particular, it o ers an opportunity for distributed information service providers to serve as a storage center.
Privacy
Libraries are very concerned that the nature and amount of the material borrowed by their patrons is not disclosed to third parties. Similarly, companies may have good reasons not to disclose to the world at large what kind of documents their research or legal sta is perusing. Thus, in an internetwork with physically insecure links, encryption for documents and requests in transit may well be a requirement even if no per-document charges are levied and redistribution is not a concern.
11. Flexible billing Di erent granularities of billing and access are required:
by subscription: A professional society, for example, may bill its members at a at rate, regardless of how many documents are retrieved by an individual. This pricing model re ects the low incremental costs of document access, encourages use, avoids refunds and contested charges, and incurs low billing overhead. 6 Submitted to IEEE Network Magazine June 1994
pay-per-document: A charge accrues only the rst time a document is accessed, discouraging private storage of documents. If charges depend on the content or size of the document, there has to be a mechanism to ascertain the price before the actual document is retrieved or displayed. The document server has to store the identity of the retriever so that a second request can be recognized. Alternatively, the server could pass out a token to the user that this user can present to the publisher, proving that he indeed paid for the document.
pay-per-view: A charge is incurred each time a document is viewed or printed. This encourages local storage, if not disabled by appropriate cryptographic methods, but also reduces the amount of information stored at the server. This is the model followed by video rental stores.
Clearly, the same document may be accessible through di erent billing mechanisms.
Independent of encryption algorithm
Algorithms should work with a range of encryption algorithms, as choices will often have to be made based on performance, export control or licensing considerations.
An Approach to Secure Document Distribution
In this section, we provide possible solutions to some of the problems raised in the previous section, without claiming that these are the only possible approaches. We propose a two-pronged strategy to protect intellectual property: rst, make it di cult for the rightful purchaser to distribute illegal copies. Two approaches are described in Section 4.2. Secondly, discourage such distribution by making the copies traceable to the original purchaser, with one solution described in Section 4.5.
The basic architecture that we propose for distribution of electronic documents has the following components:
Document server: provides encoded, encrypted and compressed document to user; trusted by the publisher.
Copyright server: authenticates requests from the user for obtaining documents; trusted by publisher.
Display client: software trusted by publisher; decrypts and displays document obtained from document server.
Printing client: software trusted by publisher; decrypts and prints document obtained from document server. 2. The user requests the document by its URL and authenticates herself as described below. The request is encrypted to protect the user's privacy and signed to assure non-repudiation of the order. Alternatives for this step are described in Section 4.1.
3. The document is delivered to the user, encrypted to protect its content and the user's privacy. This and the next step are detailed in Section 4.2.
4. Software on the user's workstation displays or prints the document.
Access Control
Access to documents can be restricted in at least three di erent ways:
authentication: A user identi es himself to the server, allowing the server to ascertain that the user is authorized to obtain the requested document and that a billing relationship exists.
persona: It is envisioned that certi cation authorities might issue \persona" certi cates that ensure anonymity, but allow for the registry of public keys. The details are described by Kent 24, p. 21] .
anonymous: Analogous to anonymous ftp, the user does not establish an identity; payment is through some form of electronic cash or an anonymous credit card.
We brie y describe a number of alternatives for the case of authentication and personas, without distinguishing further between the two. The mechanisms are described here in roughly increasing level of security (and complexity):
User name and password: User name and encrypted password are sent in the clear. The password is encrypted using an algorithm like that used for Unix passwords. The scheme o ers no protection against replay attacks. Shared secret with time-dependent encryption: If the server has access to the unencrypted password, and both have clocks that are synchronized to within a few seconds, a more secure scheme is possible by changing the encryption based on the time of day at both client (user) and server. This scheme has the advantage of being stateless.
Challenge/response: The server issues a challenge, typically some number, to the client, which responds with the result of computing a function of that number, where the function is known to both client and server.
Kerberos: Kerberos o ers password-based authentication using an authentication server 25, p. 430f].
No passwords travel across the network in plain text; time-stamps protect against replay attacks.
Public key: The client encrypts requests and the user's password with the server's public key. Since the number of servers is likely to be smaller than the number of users, the key distribution problem is somewhat simpli ed.
Public key certi cates: The same algorithm as in privacy enhanced mail (PEM) 26] can be used.
In that algorithm, the user encrypts a message digest of the request with his private key and includes a public-key certi cate signed by a certi cation authority which includes the user's distinguished name and his public key. Since the requests are typically short, the user could alternatively also send message and message encrypted with his private key, S u , all encrypted with the public key of the copyright server, P c : P c (message, S u (message));
The copyright server can decrypt the message using its private key and the user's public key and compares the two replicated messages.
The choice of authentication method will largely depend on the implementation complexity and security requirements. In particular, the number of message exchanges should be minimized to decrease the amount of server state, the server's complexity and the retrieval delay .
Document Delivery and Presentation
We propose two separate schemes for making electronic document distribution secure. Both protocols use the same basic architecture discussed above. The rst protocol, described in Section 4.2.1, requires that a public key/private key pair, known only to the hardware manufacturer, be embedded in the The latter is particularly important if the document consists of a large number of individual les. 9 Submitted to IEEE Network Magazine June 1994 rmware of printing and display devices. In the second strategy, described in Section 4.2.2, the document is decrypted in software in the recipient's computer. Firmware modi cations are not required, but the bitmap produced at the user's host may be available to the user and can be distributed.
In both approaches, we will make extensive use of asymmetric encryption schemes, that is, schemes where documents encrypted with a public key can be decrypted with a corresponding private key. Since asymmetric encryption is signi cantly slower than symmetric encryption methods such as DES, for all but very small messages only a symmetric session key is encrypted with the public or private key. The session key is then used to encrypt the actual message or document y . This method is implied where appropriate. This approach involves a straightforward application of cryptographic techniques to send encrypted information between the document server and a display or printer trusted by the publisher (Fig. 1) . The display or printing client contains a public key/private key pair. The device can be queried for its public key, which the document server uses to encrypt the document. Only the private key embedded in the device can then be used to decrypt the document. The protection relies on the fact that these devices cannot easily be coaxed into releasing anything but a paper copy or a bitmap image. These extensions could easily be added to the rmware of an X-terminal or PostScript printer, without increasing hardware cost. The processors in most current PostScript printers and X devices y This is the approach taken by privacy enhanced mail. 10 Submitted to IEEE Network Magazine June 1994
Firmware-Assisted Document Distribution
should be capable of performing decryption without signi cant performance penalty. High-throughput printers could add a DES chip to o -load the main processor. Protection of rmware against reverse engineering is a well-known issue with several solutions, in particular the integration of ROM and CPU. The hardware manufacturer does not have to know about potential publishers. However, the public keys embedded in the devices have to be certi ed for printers or display devices of a type satisfactory to the publisher. Otherwise, a user could simply submit a public key belonging to a workstation program that decrypts the document and stores the decrypted version. Despite the necessity for certi cation, this approach is still preferable to hiding a secret key in the rmware. A single key for all printers and publishers requires only one dishonest employee at one manufacturer or publisher to break the whole system. Having every publisher contact every printer manufacturer for the list of secret keys also does not scale. Similarly, inserting a new, publisher-issued smart card containing the publisher's key is inconvenient for the user. Also, if somebody builds a smart-card reader and the appropriate software that mimics that found in the printer, the key can be extracted. Similar weaknesses argue against performing the decryption itself in a publisher-speci c smart card or PCMIA card.
We believe that for certain high-value documents, this approach truly o ers protection equivalent to paper documents. It may even be possible to display hypertext documents if the X protocol is enhanced in a manner similar to that suggested for displaying compressed video images. A more challenging approach uses cryptographic techniques that do not require special purpose rmware. The problem with conventional displays and printers is that the information that is displayed or printed exists in the recipient's computer. The recipient can capture the information that will be displayed, and can distribute that information to as many other printers and displays as desired. Instead of trying to prevent the recipient from redistributing information, our objective will be to discourage the distribution of illicit copies.
Software-Based Document Distribution
We outline some of the assumptions underlying this scheme and highlight its potential weaknesses.
Display bitmaps are unprotectable
On a general-purpose workstation, it will always be possible to create a screen-dump, compress and distribute the resulting bitmap. For displays, the currently limited display resolution of around 100 dpi makes it less likely that screen dumps will be used for widespread distribution.
(Laser printer resolution is 300 to 600 dpi.) Also, as pointed out earlier, bitmaps are less valuable than other forms of a document and require more memory, adding to transmission costs.
Trusted user application
We will need an application residing at the user's workstation and completely under the user's control to cooperate in decrypting and displaying the document. Note that this is radically di erent from the typical problem of secure communication where a message is encrypted on a trusted machine, transmitted across a hostile domain, and nally decrypted on a second trusted machine. In this problem, the message is decrypted in the middle of the hostile domain. With su cient resources and patience, it is possible to reverse-engineer the code, discover any built-in encryption keys, remove system calls used for authentication and thus defeat any such protection scheme. It is su cient, however, to make the payback from any such reverse engineering smaller than the cost of the article. We take that approach and give the details later in the paper.
3. User's private key is too valuable to give away Documents that are delivered to the user are encrypted, and cannot be displayed or printed (as explained later) without the user's private key. Since an encrypted document is of no value to anyone other than the user holding the corresponding private key, it will not help the user to distribute an exact copy of what he obtained from the publisher unless he gives away his private key too. However, since the private key is something that could also be used for other applications like credit-card purchases, the user is unlikely to give it away.
Let d, c and u refer to the document server, the copyright server and the user, respectively. We assume that each user u has a pair of public and private keys P u and S u , respectively. Similarly, the 12 Submitted to IEEE Network Magazine June 1994 copyright server, c, has a pair of public and private keys P c and S c . In addition the document and copyright servers generate a key M x which will be used to encrypt the transmitted documents. An encrypted version of M x will also be embedded in the user-speci c parts of the display and printing clients as described below. After authentication (see Section 4.1), the copyright server sends the display client and the printing client to the user as message m 1 (c; u). The display client and the printing client have embedded in them a key EP u (M x ), i.e., the magic key M x encrypted with the public key P u of the user. The document server sends the encrypted document to the user as message m 2 (d; u). m 1 (c; u) = ( display client; printing client )
To process a document, the client rst prompts the user for his private key S u and aborts unless provided with the correct one. The embedded key EP u (M x ) is decrypted with S u to obtain the magic key M x with which the compressed document is decrypted. This is further uncompressed, converted to a bitmap, possibly marked (see Section 4.5, and sent to the screen or printer.
The display and printing clients are not encrypted because nobody other than a speci c user u can use them for decrypting an encrypted document. The document sent to the user is a compressed PDL version that is encrypted with M x . Even if user u distributed the display or printing clients, together with the encrypted document, it would be of no use unless the private key S u was divulged as well because the magic key M x , with which the document is encrypted, cannot be generated from EP u (M x ) without S u .
The above protocol will allow a legitimate user to request a document and view it on his workstation as many times as desired. However, it will prevent an illegal user from doing the same even if she happens to copy the display/printing clients and the encrypted document from the legal user. The underlying assumption in the protocol is that the user's private key, S u , is too valuable for the user to give up. If the private key is the same as used for electronic mail signatures, system login or creditcard purchases, or even just allows the user to purchase other documents from the publisher, there is a strong disincentive to giving it away to others, presumably unethical \friends" to begin with. Also, we assume that it is non-trivial to tamper with the display/ printing client to discover the magic key M x after the client decrypts EP u (M x ) with S u .
Additional protection can be built in by restricting the document to be displayed or printed on some pre-registered hardware, for example, by checking for IP or MAC network addresses, CPU serial numbers or the presence of a hardware key (\dongle"). But this may not be desirable as it requires use of a speci c host and requires each publisher to administer a host database, with possibly frequent updates.
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Once the document has been decrypted and decompressed, it is available as a bitmap in the user's computer. Recall that (1) the bitmap is marked with information speci c to user, u, and (2) the bitmap is larger than the original document transmitted by the publisher. So, even if the user is willing to capture and transmit the larger bitmap le, she can only do so at the risk of incriminating herself, unless she puts in the signi cantly larger e ort required to erase the nger-print from the bitmap.
A more signi cant exposure occurs when displaying structured documents on X displays, using X fonts rather than bitmaps. The ability to use fonts has the great advantage that the display quality is typically higher, the user can easily customize the display to his tastes, and transmission over slow serial-line remote X servers is possible. Furthermore, short quotations for abstracts, reviews, survey papers, etc. can be easily extracted by standard X cut-and-paste or clipboard, without having to retype the document. (Since only a small part of the document is displayed at any given time, cutting and pasting together the whole would likely be only marginally faster than retyping the document.) If deemed necessary, it may also be possible for the display client to disable cut-and-paste either for the whole document or selected parts by appropriate X event bindings.
Another attack involves the X protocol itself. Since X allows for the separation of X server and X client among networked hosts, X packets containing bits and pieces of the document travel unencrypted across the user's network and could thus be retrieved and used to reassemble the document, given su cient patience. Also, an X-server modi ed by the user could intercept the text X commands and thus reconstruct the displayed text. The publisher has to judge whether the likelihood of these activities outweighs the loss of functionality and speed incurred by only submitting bitmaps to the X server.
Printer Support
In order to prevent wire tapping, it makes sense to send an encrypted document rather than the plain bitmap to the printer from the user's machine. In that case, the printer needs to read the user's private key S u before it can decrypt the document encrypted in P u and print it. This requires additional processing capabilities for the otherwise dumb printers of today. With the printers available today, it will be possible to intercept the unencrypted bitmap sent to the printer. However, since the bitmap will be encoded with a unique signature identifying the original owner, the users will be reluctant to distribute the bitmap illegally.
Use-Once Programs as a Key-Hiding Mechanism
For the software-based approach, we require a program executing under user control to display and print documents. This program has to be trusted by the publisher. For example, in our protocol, there 14 Submitted to IEEE Network Magazine June 1994 is a display (printing) client program which conceals the publisher's hidden key. Note that if the user can discover M x by analyzing the code for the client, then the whole purpose of sending encrypted documents is defeated. Since this kind of reverse engineering cannot be completely prevented, we aim to reduce the payo of reverse engineering by sending trusted programs that do the same job but look di erent for each user. If the documents and the client programs are distributed through networks, it is relatively easy to generate a unique copy for each recipient. We envision three di erent levels of security:
1. All users have the same display or printing client containing an algorithm that derives a key from a system identi er such as a MAC or network-layer address known to both server and client.
2. The display or printing client are sent once (or at some time interval but unique for each user.
3. The display/printing client are transmitted with each article.
Clearly, placing the hidden key at a xed program location or surrounded by a tell-tale pattern of code makes it trivial to write a \universal descrambler" that can extract the key from every single client. Also, programs that always fetch the key after a xed number of instructions are subject to easy debugging. A number of techniques can be used for creating unique, but equivalent programs automatically at the compile or link stage. the de nition of the hidden key variable can be placed into di erent modules; the linker can reorder text and data segments; the compiler can be instructed to randomly optimize certain sections of code; sections of the code can be replaced by functionally equivalent, but di erent algorithms the compiler can change the register allocation sequence Note that more elaborate schemes for protecting RAM access patterns and contents may be added, at the cost of reduced execution e ciency 27]. In addition, standard techniques of hiding tell-tale code sequences (such as replacing system calls to constant addresses by computed calls) should be used. Also, it may be helpful to use a slight variation on a standard encryption method so that the whole decryption engine has to be disassembled.
We can also make reverse engineering more di cult by having the client send a message to the server notifying it when it has completed the printing or display process, i.e., after the decryption has been performed. If the user is employing a debugger to step through the decryption code, the time between retrieving the document and the \completed" message would be signi cantly longer, tipping 15 Submitted to IEEE Network Magazine June 1994
o the server that a potential infringement is occurring. Only with sophisticated hardware could the instruction sequence be reconstructed without delaying execution.
Origin Tracing for Documents and Programs
As described by Brassil et al. 6 ], bitmaps can be marked di erently for each recipient. The marking can be done in such a way that it is di cult for a dishonest user to discover the unique marking pattern used in the user's document by direct comparison of two legitimate copies. For text rendered as bitmaps, line and word spacing can be imperceptibly changed or the shape of letters subtly modi ed. Similarly, it may be possible to derive functionally equivalent, but syntactically di erent representations of a PDL or SGML document. It has to be su ciently di cult to \neuter" the document by transforming it into a new and unidenti able document. For example, simply adding invisible blanks or extra line feeds could easily be defeated by mechanically stripping all unnecessary white space. If the document is transmitted either in structural or presentational format, the markings can be added either by the server or the client. If the server adds it, less sensitive information is exposed in potentially vulnerable clients, but the server requires more CPU cycles to generate a custom documents.
Since each use-once display or print client is di erent, tracing their origins is not very di cult. Furthermore, modifying binaries to create another working copy is rather di cult once they have been \stripped", that is, symbolic debugging information has been removed. Client programs could either be identi ed by a hash checksum or contain a suitably hidden identi cation tag. Compared to identifying printed articles, identifying programs is relatively easy.
Conclusions
The advantages of electronic publishing, namely lower costs, greater exibility in presentation and the ease of distribution, will make electronic publishing a reality once the problem of distributing illegal copies of an original document is solved. In this paper, we presented an architecture and a protocol which makes the distribution of illegal copies di cult. The key idea in our solution is to use a display (or printing) client which is responsible for decrypting the encrypted document sent to the intended user. These clients have embedded in them a key. Upon execution, the application uses the user's private key (provided as an input) to access the key, which is then used to decrypt the delivered document. Thus, distributing the clients serves no purpose without distributing the private key of the user as well. We admit that this technique is not foolproof because the display and printing clients reside in the user space; if the user is sophisticated, he can break into the system with possibly a considerable e ort. However, if the same concept is extended to a future system in which the display (printing) client can be sealed inside a special-purpose display device (or printer) instead of being 16 Submitted to IEEE Network Magazine June 1994 kept as a piece of software in accessible user space, then the system can be made secure. We believe that as publishers realize the potential of electronic publishing, there will be an incentive to add the necessary rmware to printers, displays and set-top boxes to physically secure the system.
